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ENTERPRISE READINESS

Scanning at scale with Semgrep 
Managed Scanning

Native Windows support for CLI and 
IDEs, including Cursor, VS Code, 
IntelliJ GA

PHP Reachability Analysis GA

Dependency Path support for C# 
NuGet and Python (uv) Public 
Beta)

Summer ‘25 Highlights
ASSISTANT ACROSS PLATFORM

Assistant Memories GA

Memories for Generic Secrets

Semgrep MCP Server with Supply 
Chain findings Public Beta)

10X the # of Python rules with AI rule 
generation TARs, plus 2X the 
library coverage

WORKFLOW AUTOMATION / CUSTOMIZATION

Slack notifications for Secrets findings

Customizable PR/MR comments

CVE filtering in Supply Chain Policies

Cloud context integrations

semgrep.dev/resources/whats-new

http://semgrep.dev/resources/whats-new


Enterprise Readiness
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SEMGREP APPSEC PLATFORM

Semgrep Managed Scanning
What it is
Semgrep Managed Scanning SMS) automatically 
syncs, onboards, and scans all your repositories, 
without the overhead of managing CI/CD pipelines. 
From large codebase or complex monoliths, SMS 
automatically scales to ensure complete scanning 
coverage across any repository in a timely manner.

Why it matters
SMS accelerates onboarding, delivers faster, more 
reliable results, and improves scan completion rates 
for high-complexity environments. 

Learn more
Rapidly deploy code scans across your organization 
with Semgrep managed scanning

semgrep.dev/resources/whats-new

PUBLIC BETA

https://www.semgrep.dev/blog/2024/rapidly-deploy-code-scans-with-semgrep-managed-scanning/
https://www.semgrep.dev/blog/2024/rapidly-deploy-code-scans-with-semgrep-managed-scanning/
http://semgrep.dev/resources/whats-new
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SEMGREP APPSEC PLATFORM

Native Windows Support for CLI & IDE

semgrep.dev/resources/whats-new

What it is
Semgrep now runs natively on Windows without 
requiring WSL. Developers can install and use it 
directly from the CLI or in IDEs like VSCode, IntelliJ, 
and Cursor. 

Why it matters
Native Windows support makes AppSec faster and 
easier for millions of developers who work on 
Windows every day. By removing setup hurdles, 
teams can start scanning code immediately, 
improve security coverage, and accelerate 
time-to-value.

Learn more
Windows quickstart documentation

PUBLIC BETA

http://semgrep.dev/resources/whats-new
https://semgrep.dev/docs/getting-started/quickstart
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PHP Reachability Analysis
SEMGREP SUPPLY CHAIN

semgrep.dev/resources/whats-new

GA

What it is
The industry's first reachability analysis for PHP, a 
server-side language in over 70% of websites.

Why it matters
Reachability cuts vulnerability backlogs by 98% by 
determining if your code uses known-vulnerable 
dependencies in a potentially exploitable way.

Learn more
Taming the elephant: Introducing reachability 
analysis for PHP

http://semgrep.dev/resources/whats-new
https://semgrep.dev/blog/2025/taming-the-elephant-introducing-reachability-analysis-for-php/
https://semgrep.dev/blog/2025/taming-the-elephant-introducing-reachability-analysis-for-php/
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What it is
Visibility into how dependencies, including 
transitive ones, are imported into your code

Why it matters
Makes it easier to prioritize and remediate direct 
and transitive dependencies

Learn more
Dependency path documentation

Dependency Path for C# NuGet and Python (uv)
SEMGREP SUPPLY CHAIN

semgrep.dev/resources/whats-new

PUBLIC BETA

https://semgrep.dev/docs/semgrep-supply-chain/dependency-search#dependency-paths-beta
http://semgrep.dev/resources/whats-new


Assistant AI
Across the Platform
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Assistant Memories
What it is
Memories turn manual triage into customization, 
and developer feedback into reusable context. The 
result? 

A platform that gets closer zero false positives 
every day you use it. 

Why it matters
Memories turn manual triage into a high ROI activity 
that permanently reduces the number of irrelevant 
alerts developers and security folks see in the 
future.

Learn more
Imagine zero false positive SAST

SEMGREP ASSISTANT

semgrep.dev/resources/whats-new

GA

https://semgrep.dev/blog/2025/making-zero-false-positive-sast-a-reality-with-ai-powered-memory/
http://semgrep.dev/resources/whats-new
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What it is
Generic secrets detection is useful, but it can be 
noisy. Assistant already filters out a lot of that noise 
by reasoning about which findings are truly 
sensitive.

With memories, you can capture 
organization-specific patterns so Assistant knows 
exactly whatʼs relevant in your environment.

Why it matters
Comprehensive secrets detection without the 
noise. 

Learn more
Release notes

Memories for Generic Secrets
SEMGREP SECRETS DETECTION

semgrep.dev/resources/whats-new

https://semgrep.dev/docs/release-notes/june-2025#-semgrep-secrets
http://semgrep.dev/resources/whats-new
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What it is
Pulls dependency vulnerability scan info directly 
into AI-powered developer tools like Cursor to make 
bug bashing fast

Why it matters
Prevent AI-assisted coding tools from using 
dependencies with known vulnerabilities.

Learn more
Semgrep MCP server on GitHub

Supply Chain in Semgrep MCP
SECURE VIBE CODING

semgrep.dev/resources/whats-new

PUBLIC BETA

https://github.com/semgrep/mcp
http://semgrep.dev/resources/whats-new
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SEMGREP APPSEC PLATFORM

More Rules, More Coverage

semgrep.dev/resources/whats-new

What it is
Weʼre using GenAI to create a set of rules tailored to 
your code. Using information from your code base 
(e.g., libraries & packages) weʼre able to generate 
highly customized packages.

Why it matters
Customers in our private beta program are seeing 
significant increases in coverage. Weʼve 10xʼed 
their Python rules and doubled library coverage.

Learn more
Reach out to Semgrep to get a demo.

Prioritize 
3P deps

GenAI 
Annotations

Human in the loop Rule Synthesis

PRIVATE BETA

http://semgrep.dev/resources/whats-new
https://semgrep.dev/contact/demo/


Workflow Automation / 
Customization
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What it is
Added the ability to send Slack notifications for 
Secrets findings.

Why it matters
Sending Secrets findings directly to Slack means 
that security and development teams can get 
instant alerts – helping them act faster and fix 
issues before they become risks. Customize your 
notification preferences based on severity and 
other factors.

Learn more
Secrets documentation
Release notes

Slack Notifications for Secrets Findings
SEMGREP SECRETS DETECTION

semgrep.dev/resources/whats-new

https://semgrep.dev/docs/semgrep-appsec-platform/slack-notifications#secrets
https://semgrep.dev/docs/release-notes#-semgrep-secrets
http://semgrep.dev/resources/whats-new
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SEMGREP APPSEC PLATFORM

Customizable PR/MR Comments

semgrep.dev/resources/whats-new

What it is
Customizable templates for Semgrep comments let 
teams include standardized information on all 
Semgrep PR or MR comments. 

Why it matters
Custom comments allow you to direct your teams to 
the resources they need to handle the 
vulnerabilities Semgrep identifies in their code.

Learn more
PR or MR comments
Release notes

http://semgrep.dev/resources/whats-new
https://semgrep.dev/docs/category/pr-or-mr-comments
https://semgrep.dev/docs/release-notes/june-2025#-semgrep-appsec-platform
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CVE Filtering in Supply Chain Policies
SEMGREP SUPPLY CHAIN

semgrep.dev/resources/whats-new

What it is
Customize Supply Chain policies using CVEs as a 
condition.

Why it matters
Reduces alert fatigue by filtering out PR comments 
based on CVEs

Learn more
Semgrep Supply Chain policies docs

GA

http://semgrep.dev/resources/whats-new
https://semgrep.dev/docs/semgrep-supply-chain/policies
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Cloud Context Integrations
INTEGRATIONS

semgrep.dev/resources/whats-new

COMING SOON

What it is
Integrations with popular CNAPPs: Sysdig & Palo 
Alto Networks.

Why it matters
Security teams often lack the cloud context they 
need to separate noise from real risk. These 
integrations help you:
● Cut false positives with runtime and 

reachability context
● Identify which findings are in deployed and 

internet-exposed repos
● Reduce your backlog to a more manageable 

list of potentially exploitable findings 

Learn more
Sysdig blog 
Palo Alto docs

http://semgrep.dev/resources/whats-new
https://semgrep.dev/blog/2025/fix-what-matters-faster-how-semgrep-and-sysdig-are-unifying-security-from-code-to-runtime/
https://docs.cortex.io/ingesting-data-into-cortex/integrations/semgrep


Coming Soon
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SEMGREP APPSEC PLATFORM

semgrep.dev/resources/whats-new

What it is
Getting SCA findings without needing lockfiles at 
scale through Semgrep Managed Scanning.

Why it matters
Generating lockfiles on behalf of users has been 
available, but limited by the fact that we have to 
configure each CI workflow file per repository. By 
enabling this on Semgrep Managed Scanning, 
weʼre able to generate lockfiles across 1000s of 
repositories without any additional work needed, 
saving time and maintenance costs.

Learn more
Scanning projects without lockfiles

Scan Without Lockfiles via Semgrep Managed Scanning

User starts scan

Detect package 
manager

Run Semgrep 
dependency-aware 

rules

Lockfile
present?

SCA findings found

Generate temporary 
lockfile

(resolve dependencies)

No

COMING SOON

http://semgrep.dev/resources/whats-new
https://semgrep.dev/docs/semgrep-supply-chain/getting-started#scan-a-project-without-lockfiles-beta
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Upgrade Guidance 
SEMGREP SUPPLY CHAIN

semgrep.dev/resources/whats-new

What it is
AI-powered breaking change detection that 
identifies what breaking changes a fix could cause, 
and recommends version upgrades based on your 
codeʼs usage of dependencies.

Why it matters
Removes the guesswork and risk from dependency 
vulnerability remediation by pinpointing to devs 
where breaking changes occur, and how to easily 
fix exploitable dependencies.

Learn more
Upgrade guidance documentation

COMING SOON

https://semgrep.dev/docs/semgrep-supply-chain/triage-and-remediation#upgrade-guidance-and-click-to-fix-pull-requests
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What it is
Automate the creation of PRs required to fix 
dependency upgrades

Why it matters
Removes friction between AppSec and 
development by simplifying the remediation 
process for developers.

Learn more
Click-to-fix documentation

Click-to-fix 
SEMGREP SUPPLY CHAIN

semgrep.dev/resources/whats-new

COMING SOON

https://semgrep.dev/docs/semgrep-supply-chain/triage-and-remediation#upgrade-guidance-and-click-to-fix-pull-requests
http://semgrep.dev/resources/whats-new
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Resources

Visit the quarterly 
release page

Get a detailed look at 
this quarterʼs latest 
innovations.

Learn AppSec with 
Semgrep Academy

Learn to create secure 
software with us.

Discover the latest 
product updates

Stay informed about 
significant new features 
and enhancements.

Check out the 
release notes

Understand the full 
scope of changes in 
each release.

semgrep.dev/resources/whats-new

semgrep.dev/resources
/whats-new

semgrep.dev/products/
product-updates/

semgrep.dev/docs/rele
ase-notes

academy.semgrep.dev

http://semgrep.dev/resources/whats-new
https://semgrep.dev/resources/whats-new
https://semgrep.dev/resources/whats-new
https://semgrep.dev/products/product-updates/
https://semgrep.dev/products/product-updates/
https://semgrep.dev/docs/release-notes
https://semgrep.dev/docs/release-notes
https://academy.semgrep.dev/



